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N
otions of agroterrorism 
and bioterrorism as meth-
ods of control to deplete 
infrastructure have been 

present since the beginning of known 
civilization.1 However, these threats 
are rarely conceived by the populous. 
With advances in technology, consum-
ers in the agricultural market seldom 
understand the logistics of food and 
commodity production and how the 
effects of even a small-scale attack 
could impact the distribution, sale, 
and need for these products.2 Another 
concern is the lack of social awareness 
toward quantifiable risks associated 
with the ongoing threat of terrorist 
activities. As such, understanding all 
aspects of agroterrorism and bioter-
rorism, specifically with regard to 
agricultural aerial application opera-
tions, is crucial.
 Since the attacks of September 11, 
2001, security measures and protocols 
have increased,3 yet there is little reas-
surance or absolute safety. The use of 
aircraft to effectively deliver a large-
scale attack has been proven to be a 
viable resource for terrorist activities 
due to the magnitude of destruction 
these vehicles can generate.4 Several 
government, state, and industry-spe-
cific groups within the United States 
have targeted terrorist activity with 
regard to aviation. However, agricul-
tural aviation differs from the general 
operational guidelines representative 
of other facets of commercial aviation. 
These differences make them espe-
cially susceptible to the intentional 
misuse of chemicals, equipment, and 
assets necessary to accomplish the 
goal of aerial application.
 The aerial application industry — 

whose importance is unparalleled — 
ensures our food is free of pests and 
deliverable to the global market. The 
industry works day-to-day to provide a 
service and, without it, a component of 
the world population would succumb 
to consequences, such as disease and 
famine. The industry, however, can be 
difficult to regulate due to the lack 
of supervision from overworked and 
understaffed agencies.5 Nonetheless, 
these agencies are responsible for 
providing protection from the ongo-
ing threat of terrorist activity. For 
this reason, it is imperative to study, 
implement, and evaluate procedural 
guidelines and protocols to ensure the 
security of aircraft, chemicals, pilots, 
and operators.

History of Aerial Application
 The first well-documented use of 
aircraft to control an agricultural 
pest in the United States occurred in 
1921.6 An article by C.R. Neille and 
J.L. Houser in the March 1922 issue 
of The National Geographic Magazine7 
described how lead arsenate dust was 
spread on catalpa trees near the Ohio 
Agricultural Experiment Station by 
being poured through a hole in the 
deck of a Curtis JN6 (Jenny) aircraft’s 
observation cockpit.8 From this humble 
beginning, aircrafts have had a role in 
the production of agricultural crops.9 
 As time progressed, the use of 
chemical dispersion by air became a 
necessity for the wellness of troops at 
war10 who were exposed to diseases 
passed on by arthropod vectors. Be-
ginning in World War II, aerial ap-
plication of pesticides by the military 
effectively controlled vector and nui-
sance pest populations in a variety of 

environments.11 During the Vietnam 
conflict, a mixture of 2,4,5-T and 
2,4-D (Agent Orange)12 became the 
preferred herbicide and defoliant to 
effectually expose enemy regimes to 
the U.S. military.13 The product was 
very effective via aerial application; 
however, the long-term effects of ex-
posure are still present in those who 
came in contact with the product — 
proving the lethality of the misuse of 
chemical dispersion by air.14 
 Today, aerial application has evolved 
into an extremely viable method of 
controlling pest populations. The 
industry has evolved from the low-
powered, low-capacity aircraft of the 
early to mid-20th century into aircraft 
with much more capability.15 Aerial ap-
plication accounts for up to one-fourth 
of the delivery of crop production 
products in American agriculture.16 
Farmers value the use of aircraft be-
cause they can cover vast amounts of 
area quickly, without disturbing the 
soil or the growing crops. “Aircraft can 
glide over the crops at up to 140 miles 
per hour,” which is important as some 
pests can cause serious damage in 
less than 24 hours.17 Many companies 
have worked to develop high efficiency 
aircraft, including not only fixed-wing, 
but also rotary-wing platforms. Some 
newer aircraft are capable of carrying 
800 gallons of product and can weigh 
as much as 16,000 lbs.18 This makes 
them a very useful source for chemi-
cal dispersion, but incidentally, it also 
makes them a viable tool for terrorist 
activity.

in the U.S.
 The certification of pilots in the 
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U.S. is governed by the Federal Avia-
tion Administration (FAA), and the 
requirements to receive a certificate 
have different degrees of experien-
tial and practical experience to meet 
minimum certification guidelines for a 
specific rating.19 To perform any flight 
operations requiring the pilot to hold-
out services to the public, he or she 
must meet the minimum standards to 
obtain a commercial pilot certificate.20 
 Certain applications require fur-
ther levels of certification because of 
degrees of specificity, perceived op-
erational dangers, or limitations. The 
Florida Department of Agriculture 
and Consumer Services (FDACS) is 
the state regulatory body that out-
lines registration and record-keeping 
requirements for aerial applicators.21 
State requirements vary; however, 
some states have quasi-reciprocal 
agreements that allow nonresident 
licensed applicators to work under 
someone who is currently licensed in 
the given state.22 Most often, these 
reciprocal agreements require the 
licensure candidate to complete all 
the necessary requirements beyond 
written examinations.23 The process to 
become a licensed aerial applicator is 
stringent and requires a great deal of 
effort and monetary output from the 
applicant; it provides an awareness of 
aviation security and how operators 
who may utilize noxious chemicals or 
products need to be specifically trained 
to identify and mitigate the improper 
use of assets.

Agricultural Aviation and 
Security
 Agriculture and the food industry 
are very important to the social, eco-
nomic, and arguably, the political sta-
bility of the United States. Although 
farming employs less than two percent 
of the country’s workforce, 16 percent 
of the workforce is involved in the food 
and fiber sector that ranges from farm-
ers and input suppliers to processors, 
shippers, grocers, and restaurateurs.24 
In 2002, the food and fiber sector con-
tributed $1.2 trillion, or 11 percent 
to the gross domestic product (GDP), 
even though the farm sector itself 
contributed less than one percent.25 
Gross farm sales exceeded $200 bil-
lion and are relatively concentrated 

throughout the Midwest, parts of the 
East Coast, and California.26 Produc-
tion is split nearly evenly between 
crops and livestock.27 
 With the great responsibility of 
agricultural production comes the 
protection of those crops by chemical 
means, much of which is done with 
assistance of aviation. However, the 
same qualities that make agricul-
tural aviation such a viable tool also 
make it a viable threat. Agricultural 
infrastructure remains a top target 
for potential terrorist attacks. The 
U.S. Office of Technology Assessment 
(OTA) has estimated an attack with 
less than 100 kilograms of aerosolized 
anthrax spores could cause as many 
as 3 million casualties — lethality 
equivalent to that of a thermonuclear 
weapon.28 Thus, the responsibility of 
agricultural aviation is one of epic 
proportions. Agricultural aviation 
plays a compelling role in the preven-
tion of terrorism due to the significant 
likelihood agricultural aircraft could 
be used for terrorism in an agroter-
rorism or bioterrorism event.

Agroterrorism and Bioterrorism
 Agroterrorism is a subset of the 
more general issues of terrorism 
and bioterrorism. People more gen-
erally associate bioterrorism with 
outbreaks of human illness (such as 
from anthrax or smallpox) rather 
than diseases first affecting animals 
or plants.29 For centuries, attacks of 
biological warfare have ranged from 
the purposeful infection of smallpox 
in native peoples to the more current 
issues today with anthrax and other 
pathogens that may cause widespread 
losses to human and animal life.30 
 Agroterrorism has been a threat 
tactic since the beginning of civiliza-
tion.31 The food source, being one of 
the most important requirements for 
sustaining human life, has been a vi-
able target for malicious attacks on 
civilizations. When a food source is 
taken from a civilization, the people 
will revert back to an anarchical state 
as defined by Maslow.32 This defines 
how we, as humans, will react to the 
deficit of certain stimuli within our 
environment. Physiological needs 
are among the first order, and are, 
therefore, the most important tool for 

survival.33 The Roman Empire capi-
talized on this natural response with 
the intentional salting and burning 
of fields in an attempt to take over 
their adversaries — a historically, 
well-defined use of agroterrorism.34 
 More recently, “[a]t least nine coun-
tries had documented agricultural bio-
weapons programs during some part 
of the 20th century (Canada, France, 
Germany, Iraq, Japan, South Africa, 
United Kingdom, United States, and 
the former USSR),” and “[f]our other 
countries are believed to have or have 
had agricultural bioweapons pro-
grams (Egypt, North Korea, [Zimba-
bwe], and Syria).”35 During World War 
I, the Germans used the infectious 
disease glanders to decimate enemy 
horses and mules.36 The Japanese had 
a special division during World War II, 
known as Unit 731, that was created 
to develop biological weapons, includ-
ing “plague, anthrax, cholera and a 
dozen other pathogens.”37 Unit 731 
“conducted research by experiment-
ing on humans and by ‘field testing’ 
plague bombs by dropping them on 
Chinese cities to see whether they 
could start plague outbreaks….[And 
t]hey could.”38 The Soviet Union also 
used biological weapons against its en-
emy’s infrastructure and agricultural 
systems.39

 More locally, agroterrorism was 
listed as the source for the Oklahoma 
City bombing in 1995. On April 19, 
the Alfred P. Murrah Federal Build-
ing in downtown Oklahoma City was 
considered to be the most destructive 
act of terrorism on American soil until 
September 11, 2001,40 the estimated 
damage of which was $652 million, 
with a total of 168 people killed.41 A 
bomb consisting of 108 .50 lbs. bags of 
ammonium nitrate fertilizer and three 
55-gallon drums of nitromethane42 
was the source of the destruction, and 
these products are both readily avail-
able and easily obtained in commer-
cial markets, thereby making them a 
popular tool for terrorist attacks. 
 The Oklahoma City bombing was 
a clear example of how agricultural 
products and chemicals can be used 
to create incendiary devices. The con-
cern for agricultural aviation is that 
an aircraft could be used to deliver a 
similar strike against the nation. For 
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instance, the Air Tractor 802A, made 
by Air Tractor, Inc., has an operating 
weight of 16,000 lbs., with an empty 
weight of 6,751 lbs.43 This allows the 
aircraft to carry over a 9,000-lb. load 
without accounting for fuel. The hop-
per, or spray tank, on this aircraft has 
a holding capacity of 800 U.S. gallons, 
with a fuel capacity of 254 U.S. gal-
lons.44 Given its size and carrying 
capacity, this type of aircraft could be 
used to create an incident resulting 
in even greater destruction than the 
Oklahoma City bombing.
 Indeed, our current agriculture 
and food sectors have features that 
make them vulnerable to such terror-
ist attacks. “Livestock are frequently 
concentrated in confined locations,” 
making larger scale contamination 
easier and more likely.45 In addition, 
the high concentration of our livestock 
industry and centralized nature of 
our food-processing industry46 prove 
problematic. Chemicals and infectious 
pathogens can be intentionally added 
at various points along the farm-to-
table food continuum.47 At the state 
level, Florida’s geographic location 
and extensive coastline increase 
the opportunity for terrorist acces-
sibility.48 “Food and water are quite 
satisfactory vectors for pathogens 
causing both morbidity and mortality 
in target populations that are confined 
by geographic, industrial, or societal 
isolation.”49

 Additionally, “production is geo-
graphically disbursed in unsecured 
environments,” which makes it dif-
ficult to prevent infiltration by in-
truders.50 Also, “[p]est and disease 
outbreaks,” or even just the rumor 
of such outbreaks, “can quickly halt 
economically important exports.”51 The 
number of biological agents that are 
deadly or dangerous to animals is sub-
stantially higher than those that pose 
a threat to humans.52 Subsequently, a 
bioterrorist attack on our agricultural 
system “offers a low-tech mechanism 
for achieving human deaths.”53

 In the 1990s, several attacks oc-
curred in Wisconsin. In 1996, “a cow 
carcass was intentionally contami-
nated with chlordane,” a substance 
now banned in the United States, “and 
sent to an animal rendering plant 
where it was added to the feed.”54 In 

this attack, “4,000 tons of potentially 
contaminated animal feed was sent 
to 4,000 farms in four states” causing 
a multimillion-dollar product recall 
of dairy products and “a $250 million 
loss to the feed company.”55 Clearly, the 
economic consequences of an attack on 
the U.S. could be devastating. “The fis-
cal downstream effect of a deliberate 
act of sabotage would be multidimen-
sional, reverberating through other 
sectors of the economy and ultimately 
impacting the consumer.”56 Initially, 

the U.S. system would feel the loss of 
production, including the cost to de-
stroy the infected livestock or products 
as well as the cost to prevent further 
spread by deploying pesticides and 
veterinary services.57 Shortly thereaf-
ter, the export market would be lost as 
other countries “place restrictions on 
U.S. products to prevent possibilities of 
the disease spreading.”58 Agricultural 
dependent industries would then feel 
the “multiplier effect” as a result of the 
decreased sales.59 Finally, “the govern-
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ment could bear significant costs” in 
righting the ship.60

 Biological attacks are a relevant 
cause for concern. From an aerial 
application standpoint, chemicals or 
biological agents could easily be dis-
seminated from an aircraft causing 
widespread damage to life and prop-
erty. This concern is not only dusting 
the food we eat, but the towns we live 
in, the schools our children attend, 
and the hospitals our wounded and 
ill receive care.

Security Countermeasures
 Aviation security has been a con-
cern among operators for many years. 
Generally, airport environments are 
susceptible to intrusion because of 
the expansive area they cover and the 
probability of breaches to perimeter 
security. Many facilities do not have 
the infrastructure to consistently 
monitor areas that may be vulner-
able to malicious activity. The FAA, 
in cooperation with agencies, such 
as the Transportation Security Ad-
ministration (TSA), Aircraft Owners 
and Pilots Association (AOPA), and 
National Agricultural Aviation As-
sociation (NAAA), have worked to 
promote safety campaigns to increase 
awareness for airport owners/opera-
tors on best practices in preventing 
unlawful activity.61 Airports exhibit 
high variability with infrastructure, 
size, funding, and staff. Some airports 
have specialized operations, such as 
those used by many aerial applica-
tors; these airports may be private or 
nonaccessible to other general avia-
tion traffic. They may also be in more 
rural environments, due to the na-
ture of the operation and accessibil-
ity to areas where aerial application 
services may be most utilized. Best 
practices should be used effectively 
and in combination with each other 
in order to best inhibit or prevent the 
threat of malicious activity. NAAA is 
an advocacy group that works closely 
with state and government agencies 
to promote discussion and create vi-
able solutions for issues that affect 
the aerial application industry. They 
have campaigned to increase aware-
ness and security through education 
and the creation of policy that ef-
fectively mitigates risk, but does not 

impede or become burdensome to the 
industry. Proactive measures may 
be introduced in a number of ways. 
For instance, the NAAA gained ap-
proval from the FAA to allow hidden 
ignition switches without having to 
go through the extensive paperwork 
process associated with FAA form 
337.62

 Options for security are not mandat-
ed based on the level of infrastructure 
or assets an area needs to safeguard; 
security assessment often relies on 
the owner/operator of a given facility, 
which may place many agricultural 
operators in a higher-than-normal risk 
category. For example, factors such as 
storage and maintenance of hazard-
ous chemicals, require a high level of 
diligence. Operational areas in rural 
environments may also allow unique 
opportunities for threat, so it is of 
paramount importance for operators 
to understand and effectively man-
age risk through the use of resources 
issued by the NAAA and FAA. 

Safety Management Systems
 The development of Safety Man-
agement Systems (SMS) has be-
come a component of many aviation 
organizations. The FAA defines a 
SMS as “the formal, top-down busi-
ness approach to managing risk, 
which includes a systemic approach 
to safety, including the necessary 
organizational structures, account-
abilities, policies and procedures.”63 
The design and implementation of 
a SMS may be organization specific 
and may require different protocols 
based on factors, such as size, num-
ber of pilots, number of aircraft, op-
erational setting, special operational 
requirements, and security. SMS are 
internationally recognized by the 
Joint Planning and Development Of-
fice (JPDO), International Civil Avia-
tion Organization (ICAO), and civil 
aviation authorities,64 and are widely 
publicized by the National Business 
Aircraft Association (NBAA) in an 
effort to develop a standard for the 
safe and efficient operation of busi-
ness aircraft. The core elements of 
SMS have led to the evolution of in-
dustry standards outside of aviation 
to include the management of critical 
areas, such as “quality, occupational 

safety and health, security, [and] 
environmental.”65

 SMS may also be a viable method for 
the development of operational safety 
protocols, assessment, evaluation, and 
implementation of new policies and 
procedures. The shared responsibili-
ties of the FAA and certificate holders 
include: a structured means of safety 
risk management decisionmaking; 
a means of demonstrating safety 
management capability before system 
failures occur; increased confidence in 
risk controls though structured safety 
assurance processes; an effective in-
terface for knowledge sharing between 
regulator and certificate holder; and a 
safety promotion framework to sup-
port a sound safety culture.66 
 The organizational knowledge and 
synergy produced by an SMS have 
proven to increase awareness and 
promote a positive safety culture. 
However, to be effective, differences 
must be assessed between varying 
types of commercial applications. For 
example, aerial applicators are bound 
by operational protocols that do not 
necessarily align with those of air car-
rier operators, and they have shown 
some resistance to the implementa-
tion of more regulation in developing 
SMS. In a recent National Agricultural 
Aircraft Association board meeting, 
members were advised of a work-
around to modify fully developed SMS 
to make them more usable for the ag-
ricultural aviation community.67 This 
would allow operators to better hone 
requirements and policies specific to 
agricultural aviation.
 In an effort to contribute to overall 
safety in the industry, the National 
Agricultural Aviation Research & 
Education Committee (NAAREF) 
implemented the Professional Aerial 
Applicators’ Support System (PAASS). 
The overall goal of the PAASS initia-
tive was to implement a higher level 
of safety through education instead of 
regulation. The program has proven 
successful in augmenting knowledge 
in critical Aeronautical Decision Mak-
ing (ADM) skills and minimizing drift 
incidents and accidents.68 PAASS has 
also become influential in the aware-
ness campaign to educate aerial 
applicators of the ongoing threats as-
sociated with terrorism.
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Conclusion 
 The aviation industry, as a whole, is 
comprised of a fairly small percentage 
of professionals; this is conducive for 
keeping track of current trends and 
issues affecting their industry. With 
regard to agroterrorism and bioter-
rorism, the industry has a high level 
of intrinsic knowledge about issues 
that stem from experience, resources, 
and inter-employee contact. Aerial 
applicators are very insightful about 
new trends and technology in their 
industry; they consistently look for 
resources and information that help 
them perform with a higher level of 
efficiency and safety. These qualities 
make them very receptive to the 
implementation of new resources 
relating to industry issues. 
 The aerial application industry 
requires a special type of individual, 
one who is motivated to work indi-
vidually and one who is educated, by 
experience, to implement the proper 
procedures in regard to safety, security, 
and chemical drift. From the areas of 
security, certification, and regulation 
enforcement, the FAA provides a valu-
able service. However, it may require 
more specialized workgroups and time 
to ensure a proper level of service to 
aerial applicators. At present, the 
framework prescribed to consistently 
implement and enforce new guidance 
to effectively promote efficiency and 
safety within the industry needs fur-
ther review.69
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